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[bookmark: _Hlk132494098]PROFESSIONAL SUMMARY:
    Senior DevOps Engineer with 12+ years of experience and deep specialization in building reusable, secure, and automated Cloud Platform services. Skilled in developing serverless applications using Lambda, Step Functions, and Event Bridge building Infrastructure as Code with Terraform, Terragrunt and CDK; and managing containerized deployments using ECS/EKS and AKS. Adept at Python automation using Boto3 for security remediation, compliance reporting, and platform governance. Proven ability to lead cloud modernization, platform security, and infrastructure orchestration efforts within regulated industries including healthcare. Strong advocate for clean, scalable architectures, security-first DevOps, and reusable service frameworks.
· Excellent in designing, implementing, and maintaining secure cloud architectures using AWS services like EC2, S3, RDS, VPC, Kinesis, and Lambda. Also involved in migration of applications from on-premises to cloud.
· Expertise in AWS Cloud networking concepts, including VPCs, VPNs, Transit Gateways, peering connections, WAF, Route53, and Elastic Load Balancers, to architect and maintain highly available and scalable infrastructure.
· Designed and implemented high-performance, scalable microservices on AWS, leveraging EC2, Lambda, DynamoDB, and Step Functions, with tight integration to monitoring and logging systems using Datadog APM and CloudWatch.
· Good knowledge on various implementation tools like Bitbucket, GitHub, GitLab, Harness, Jenkins, Github Actions, Maven, Docker, Kubernetes, Ansible, Terraform, and CFN. 
· Good at configuring and managing security controls and tools within AWS environments, such as AWS Security Hub, API Gateway, Amazon SQS, AWS Config, and AWS CloudTrail. 
· Designed and maintained (CI/CD) pipelines with AWS Code Pipeline, Code Build, and Code Deploy for speed and automated application deployment.
· Collaborated with platform teams to enforce GitOps-driven CI/CD workflows via Jenkins, ArgoCD, GitHub Actions and Harness including progressive deployments, policy-based gating, and rollback automation.
· Strong background in Infrastructure as a Code using Terraform, Terragrunt, Ansible, Cloud Formation and ARM Templates for automated and scalable infrastructure deployments. 
· Hands-on expertise designing and provisioning infrastructure at scale using Terraform and Terragrunt, enabling modular, reusable IaC practices across multi-cloud environments, with centralized backend state management and environment-based configuration.
· Proficient in creating robust GitOps pipelines to continuously provision Kubernetes-native applications and cloud resources using Terraform modules, Terragrunt wrappers, and CI/CD integrations with GitHub Actions, Jenkins, and ArgoCD.
· Automated core DevOps workflows using GitHub Actions, Jenkins, Harness and GitLab CI, orchestrating complex deployment sequences, automated drift detection, and infrastructure scans using tools like Checkov and TFLint.
· Strong hands-on experience with developing custom Python-based SDKs and automation utilities, enabling internal teams to manage AWS resources and Kubernetes components at scale using reusable modules and self-service templates.
· Developed automation scripts using Python and AWS Lambda to streamline provisioning, backup, patching, and compliance checks across cloud-hosted databases, enabling consistent configuration and hands-off recovery operations.
· Proficient in building and extending Kubernetes controllers, operators, and custom resources (CRDs) using Python and Helm, enhancing native Kubernetes capabilities to handle lifecycle automation, compliance checks, and infrastructure abstractions.
· Demonstrated a strong understanding of Kubernetes internals, including pod lifecycle, node scheduling, kubelet behaviour, and core DNS/networking components, helping diagnose complex cluster performance issues and improve reliability.
· Proficient in provisioning and managing Kubernetes clusters on AWS and Azure (EKS & AKS), automating node group scaling, IAM roles for service accounts (IRSA), Helm-based Deployments and secure workload deployments using Terraform modules.
· Adept at building highly available Kubernetes architectures with ingress controllers, secrets management, and integrated monitoring using Prometheus, Grafana, and Fluent Bit.
· Experienced in operating high-availability platform infrastructure using ECS and EKS, including configuration of task definitions, service discovery, blue/green deployments, and integration with CloudWatch, Azure Monitor and custom metrics for observability.
· Proven track record of delivering secure, scalable, and production-ready AWS infrastructure supporting full-stack applications written in Node.js, Golang, Angular, Python, C#, .Net and Java, enabling seamless deployment of APIs and microservices through automated pipelines and reusable service templates.
· Strong software engineering foundation with the ability to assist development teams in resolving CI/CD or infrastructure-related issues, troubleshooting integration failures, and contributing to backend automation scripts in Python and Shell.
· Collaborated with development teams to integrate Ansible into CI/CD pipelines, enabling automated deployments and environment management.
· Leveraged Jenkins plugins and extensions to extend its functionality and integrate with other tools, such as Docker, Kubernetes, and AWS Code Build and EKS services, for containerization and cloud deployments.
· Delivered enterprise-grade solutions for infrastructure observability, including real-time telemetry, log enrichment, distributed tracing, and dashboarding, tailored to AWS workloads and Kubernetes services.
· Developed observability pipelines integrating Datadog, Splunk, Azure Monitor and AWS CloudWatch to enable full-stack visibility across applications and infrastructure, with alerting policies mapped to SLO/SLI thresholds and DevOps incident workflows.

CERTIFICATIONS:
· Certified AWS Solution Architect Associate
· Microsoft Azure Devops Certification - AZ 400
· Oracle Cloud Infrastructure Generative Artificial Intelligence Engineer Professional
· Fundamentals of Gen AI by Microsoft
· Generative AI Fundamentals by Data Bricks
SKILLS:
	Cloud Infrastructure
	AWS Amazon Web Services, Microsoft Azure.

	Services
	[bookmark: _Hlk67579231]EC2, Azure VM’s, ELB, VPC, RDS, IAM, Cloud formation, S3, DynamoDB, Cloud Trial, SNS, SQS, SWF, EBS, EMR, App Mesh, AWS Config, Aurora, AWS WAF/shield, Config, Step Functions, Security Hub, RabbitMQ, Eventbridge, Athena, AWS Code Build, Elastic Beanstalk, Elastic Search, Azure Key Vault.

	Build and CI/CD Tools
	Jenkins, Harness, AWS Codepipeline, Azure DevOps, GitHub Actions, Gitlab CI, ArgoCD, Maven, CheckOV, Trivy, TFlint, Junit, Gradle, Nexus, SonarQube, JFrog Artifactory.

	Containerization Technologies
	AWS ECS & EKS, Docker, Pod man, Azure Container Registry (ACR), Azure Kubernetes service (AKS), Kubernetes, Helm, Red Hat OpenShift.

	IAC
	Terraform, Ansible, Terragrunt, Gruntwork.io modules, Cloud Formation, AWS CDK, ARM Templates. 

	Source & Version Control tools
	GIT, GitHub, GitLab, Bitbucket.	

	Languages/Scripting
	Shell, PowerShell, Bash, Python, Boto3, Go, Groovy, YAML, HCL.

	Backup/Monitoring & Alerting Tools
	AWS Backup, AWS X-Ray, AWS CloudWatch, ELK stack, Open search, Azure Monitor, Splunk, Prometheus, Grafana, FluentBit, Datadog.

	Operating Systems & Command Line CLI
	Windows, PowerShell, Linux, Unix, Ubuntu, RHEL, AWS CLI, Azure PowerShell, GitHub CLI, Docker CLI.

	Frameworks
	Python, Java, Golang, .NET, Angular, C#, Apache Flink, Apache Kafka, PostgreSQL.

	Network and Security
	Sentinel Policies, IAM, Hashi Corp Vault, VPC, NAT, Subnets, IRSA, OIDC, Firewalls, API Gateway, Route 53, TLS/SSL, DNS, Routing Tables, Istio, VLAN, TCP/IP, HTTP, WAF, FTP, SFTP, Tenable, DHCP, Nginx, RBAC, Active Directory, IAM Policy scanner, Transit Gateway, Guardrails, Static Code Analysis, Configuration management.

	SDLC


Personal Skills
	Agile, Scrum, Waterfall.  

Technical Documentation and support, Debugging, Creative, Multi-Team Collaboration and management, Quick Decision-making, Effective Communication, Teamwork, Problem-solving, Inter-cultural, Continuous Learning, Supportive, Innovative, Strategic-thinking, Capable of handling High-Pressure work environments.


PROFESSIONAL EXPERIENCE:
Paramount Inc, NY, USA
Sr Devops Engineer                                                                                  Jan 2024 - Present 
Responsibilities:
· Developed and deployed reusable AWS Lambda services integrated with Step Functions for automating compliance workflows and cloud resource orchestration. 
· Built automation scripts in Python using Boto3 to remediate misconfigured S3 buckets, unused IAM roles, and orphaned EBS volumes. 
· [bookmark: _Hlk192159297]Developed Python utilities to monitor EC2/EBS/ELB provisioning thresholds, enabling proactive resource planning and automated cost anomaly detection.
· Designed centralized DevOps utilities using Python and Golang, including automated tagging, drift detection, backup audits, and idle resource cleanup, saving hundreds of engineer-hours annually.
· Contributed to POC integrations using Apache Flink for streaming analytics on real-time log pipelines for infrastructure-level anomaly detection and performance modelling.
· Wrote Python utilities for batch remediation tasks like orphaned resources, tagging enforcement, and access audits. 
· Automated AWS backup policy management using Python/Boto3, ensuring consistent RTO/RPO configurations across RDS, EFS, and EC2 instances.
· Built custom Terraform modules for provisioning Amazon RDS, S3 with bucket policies, CloudFront, and ACM for various workloads, standardizing infrastructure delivery across projects.
· Created Terraform pipelines with pre-deployment drift detection, post-apply test hooks, and integrated compliance checks using Sentinel/OPA for Terraform modules across staging and production.
· Provisioned secure and scalable AWS infrastructure using Terraform and AWS CDK for Lambda, DynamoDB, Event Bridge, and API Gateway integration. 
· Automated provisioning of Apache Kafka and RabbitMQ clusters for streaming and messaging workloads, defining modular Terraform blueprints for multi-environment deployments.
· Assisted in building and maintaining Terragrunt wrappers and environment-specific configurations to promote modular, DRY (Don't Repeat Yourself) IAC practices, aligning with platform governance and audit requirements.
· Developed and maintained reusable Terragrunt layer configurations, simplifying multi-account AWS infrastructure deployments and enabling consistent tagging, remote state management, and dependency injection.
· Built and deployed fully automated AWS infrastructure modules using Terraform and Terragrunt, provisioning EKS clusters, ALBs, VPCs, IAM policies, and Route53 zones, with reusable parameter sets. 
· Implemented EKS cost-optimization strategies such as using zero-scaled, spot node pools, auto scaled and integrated security policies with EKS cluster to apply enforcements and safeguards on the cluster in a centralized manner.
· Implemented secure and scalable EKS clusters with automated node scaling, CloudWatch log shipping, Kubernetes RBAC policies, and ingress controllers, managing cluster lifecycle entirely through Terraform.
· Deployed containerized workloads to Amazon EKS clusters, implementing custom resource definitions (CRDs), autoscaling policies, and node group optimization to handle varying compute workloads for data services and CI/CD runners.
· Developed and maintained Helm charts to deploy microservices on EKS clusters with environment-specific configuration overlays and versioning.
· Integrated OpenID Connect (OIDC) with IRSA (IAM Roles for Service Accounts) for Kubernetes workloads, enabling secure, scoped identity for service-to-service calls without long-lived credentials.
· Implemented and managed CI/CD pipelines using Github Actions and Harness across different environments to automate the build, test, and deployment processes.
· Contributed to migration of all Jenkins Pipelines to Harness and developed several reusable templates and automated deployments. Added approval step for compliance purpose.
· Created custom metrics to monitor API Gateway, RDS, and Lambda using AWS CloudWatch Embedded Metric Format (EMF) for enhanced telemetry in dashboards and alerts.
· Automated IAM policy enforcement and cross-account role access using Python scripts and AWS Config Rules, ensuring auditability and least-privilege across sub-accounts.
· Designed and implemented event-driven automation pipelines using AWS Lambda, CloudWatch Events, and Python scripts to capture performance anomalies and trigger remediation workflows.
· Conducted security hardening reviews and audits using AWS Trusted Advisor, Tenable Nessus scans, and CIS benchmark checks, automating remediation via Lambda/SSM integration.
[bookmark: _Hlk135828879] 
[bookmark: _Hlk192159047]Sumitomo Pharma Inc, India
Sr DevOps Engineer					    	                                 Apr 2020 – Jul 2023
     Responsibilities:         
· [bookmark: _Hlk135754219]Designing, implementing, and maintaining cloud infrastructure solutions on multi-cloud environments namely AWS and Azure.
· Implementing and managing containerization technologies like Docker and container orchestration platforms like Kubernetes for scalable and efficient application deployments.
· Worked on AWS cloud services like EC2, S3, CloudFormation, RDS, ELB, EBS, VPC, Route53, Auto scaling groups, Cloud watch, IAM for installing configuring & troubleshooting on various Amazon images for server migration from on-premises into the cloud.
· Set up and maintained AWS ElastiCache to improve the speed of web applications by allowing retrieval of information from fast, managed, in-memory caches.
· Created serverless workflows using Step Functions and Event Bridge to automate audit alerting, remediation tasks, and infrastructure compliance. 
· Developed and deployed containerized applications using ECS Fargate and EKS with AWS App Mesh for secure service communication. 
· Implemented Private Link interfaces for internal API Gateway services to securely expose APIs across VPCs.
· Integrated AWS Config and Security Hub with remediation Lambda functions to auto-resolve non-compliant findings. 
· Utilizing configuration management tool Terraform to automate application deployments and enforce consistent configurations across environments.
· Utilized Terraform for Infrastructure as Code (IaC) to ensure consistency and reliability in the provisioning and changes of resources.
· Worked with Terraform templates to create custom sized VPC, subnets, NAT to ensure successful deployment of Web applications and database templates.
· Enforced security and compliance by integrating Sentinel policies into Terraform pipelines, automating governance checks across all environments. 
· Built reusable GitHub Actions workflows that run TFLint, Trivy, and Checkov scans on every pull request, with Slack alerts for failures and compliance violations to ensure developer accountability and secure IaC practices.
· Integrated Trivy and Checkov into CI/CD pipelines to perform automated security scanning and misconfiguration checks on Terraform code before deployment, ensuring compliance with enterprise security baselines and cloud best practices.
· Conducted regular reviews of Terraform state and code scan reports using Checkov and Trivy dashboards, providing remediation guidance and actionable insights to DevOps and platform engineering teams.
· Designed AWS EKS clusters using CloudFormation, providing enhanced microservice management capabilities and enabling granular control over application traffic. 
· Managed Kubernetes (EKS and AKS) clusters, orchestrating containerized microservices and ensuring scalability using Helm charts for deployment automation, application upgrades, and rollbacks.
· Diagnosed and fixed Kubernetes pod crashes by analysing container logs, reviewing resource allocation, and identifying OOM (Out of Memory) issues. Implemented optimized memory and CPU limits for more stable performance across pods.
· Implemented Istio's service mesh to establish proxy services across microservices, deploying key components such as virtual services, gateways, and Envoy filters. Additionally, the deployment of one-way filters enhanced service security by enforcing stricter control over ingress and egress traffic policies.
· Integrated HashiCorp Vault with Kubernetes for secure secret management, automating secret injections and rotation within application pods to adhere to security best practices and minimize manual intervention.
· Designed and developed automation for Azure Kubernetes Service (AKS) provisioning, scaling, and integration with Azure Load Balancer, Log Analytics, and Azure Monitor, enabling dynamic elasticity and proactive performance tuning based on real-time system metrics.
· Integrated Jenkins with GIT to automate the code check-out procedure and used Jenkins to automate builds and deployments.
· Troubleshot network connectivity issues between microservices by using AWS VPC Flow Logs, Istio telemetry on EKS, and ELK Stack to track down blocked network traffic, resolving service interruptions within distributed systems.
· Analysed and resolved API gateway failures by tracing HTTP request logs, identifying bottlenecks through AWS X-Ray distributed tracing, and fine-tuning the configuration for improved API response times.
· Identified and resolved AWS EC2 instance failures by reviewing CloudWatch logs, analysing system performance metrics, and investigating auto-scaling group misconfigurations, leading to a reduction in system outages.
· Utilized AWS Lambda to automate routine tasks such as log processing, backup scheduling, and instance monitoring, reducing operational overhead.
· Handled network traffic control using AWS App Mesh, integrating CloudWatch for network monitoring and Splunk for log aggregation and analysis, improving infrastructure visibility.
· Established a continuous monitoring strategy using AWS CloudWatch to proactively detect anomalies and performance degradation, driving troubleshooting efforts and minimizing service downtime.
· Implemented secure automation of WAF rule deployment and AWS Shield configuration, ensuring consistent threat protection and alignment with internal security guidelines.
· Integrated Splunk and Datadog for real-time monitoring and alerting, improving visibility into cloud performance and reducing incident response times.
· [bookmark: _Hlk192159350]Managed the organization-wide AWS master account, implementing SCPs (Service Control Policies), consolidated billing guardrails, and cross-account access strategies with IAM and AWS Organizations.
· Built and maintained infrastructure cost dashboards using AWS Cost Explorer and Grafana to track usage by environment, cost center, and resource groupings.
· Built Grafana dashboards for service-level visualization by integrating CloudWatch and Lambda-based event pipelines, providing stakeholders transparent observability and alerting based on SLO thresholds.
· Integrated HIPAA-compliant security best practices in service deployment pipelines using guardrails and infrastructure scans.
· [bookmark: _Hlk192159380]Mentoring and providing technical guidance to junior team members, fostering knowledge sharing and skill development within the team.

Magic Bricks Realty Services ltd, India
Devops Engineer					      		          July 2017 - Mar 2020
Responsibilities:
· Migrated legacy on-prem applications to AWS using EC2, S3, and RDS, improving performance and enhancing scalability through AWS’s fault-tolerant infrastructure.
· Maintaining the source code in GIT for various applications. 
· Installing and configuring GIT, Maven, Docker and Ansible through Jenkins for Deployment and automation.
· Automating build process for creating WAR artifacts using Maven. 
· Responsible for the Plug-in Management, User Management, Build/Deploy Pipeline Setup, and end-to-end job Setup of all the projects.
· Automated routine maintenance tasks using AWS Lambda, handling log rotation, instance monitoring, and backup processes, reducing manual intervention.
· Used Simple storage services (S3) for snapshot and Configured S3 lifecycle of Applications logs, including deleting old logs, archiving logs based on retention policy of Apps. 
· Implemented disaster recovery strategies using AWS Backup and RDS snapshots, achieving a lesser period of RTO for critical applications.
· Collaborated with development and operations teams to ensure seamless integration and deployment of Docker-based applications, optimizing resource usage and minimizing downtime.
· Created Docker images and stored into the Docker hub private registry.
· Optimized Docker containers by tuning CPU and memory resources, reducing AWS infrastructure costs while maintaining high performance during peak loads.
· Installed and configured Jenkins for continuous integration and continuous deliveries.
· Build and configured Jenkins slaves to reduce the workloads for parallel job execution.
· Integrated SonarQube with Jenkins for static code analysis also Integrated S3 publisher to store artifacts. 
· Used Configuration management tool Ansible for configuration multiple servers also used Ansible to write Ad-hoc for single services and maintain Playbooks for multiple services.
· Collaborated with cross-functional teams to define and enforce DevOps practices, including version control, code review, and continuous improvement processes.
· Participating in on-call rotations and responding to critical incidents in a timely manner to ensure smooth operation of the infrastructure and applications.
· Keeping up with the latest cloud services, DevOps tools, and best practices, and evaluating their applicability to improve the overall infrastructure and deployment processes.

Myntra IT Services, India
System Administrator								May 2013 - Jul 2017
Responsibilities:
· Managed and maintained server infrastructure, ensuring high availability and performance.
· Collaborated with cross-functional IT teams to design, implement, and optimize server networks, meeting business needs and improving system efficiency.
· Troubleshot a variety of hardware and software issues, leveraging comprehensive system knowledge to resolve issues quickly and effectively.
· Developed and implemented data backup procedures and disaster recovery plans to safeguard critical business data and ensure business continuity.
· Configured and managed virtual servers, optimizing resource allocation and system performance.
· Strengthened network security through the implementation and maintenance of robust firewall rules.
· Monitored system performance regularly, identifying bottlenecks and implementing enhancements.
· Ensured system software was regularly updated, securing latest security patches and performance improvements.
· Developed and maintained custom scripts for various system tasks, automating processes and reducing human intervention time.
· Implemented and enforced IT policies and procedures, ensuring compliance with standards and best practices.
· Collaborated with development and security teams to ensure release schedules aligned with business objectives and compliance standards, balancing feature delivery with risk management.
· Led cross-functional team collaborations, ensuring that infrastructure changes were aligned with company goals and effectively communicated across departments using Jira for task management and tracking.

